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Abstract: The highly dynamic, distributed, and non-

transparent nature of cloud services make the trust 

management in cloud environments a significant challenge. 

Agreements (SLAs) alone are inadequate to establish trust 

between cloud consumers and providers because of its 

unclear and inconsistent clauses. Consumers’ feedback is a 

good source to assess the overall trustworthiness of cloud 

services.Several researchers have recognized the significance 

of trust management and proposed solutions to assess and 

manage trust based on This paper focuses on improving trust 

management in cloud environments by proposing novel 

ways to ensure the credibility of trust feedbacks. In particular 

we distinguish the following key issues of the trust 

management in cloud environments: Consumers’ Privacy. 

The adoption of cloud computing raise privacy concerns 

.Consumers can have dynamic interactions with cloud 

providers, which may involve sensitive information. we 

describe the design and implementation of CloudArmor, a 

reputation-based trust management framework that provides 

a set of functionalities to deliver Trust as a Service. 

 

Keywords: Privacy, Significant Challenge Agreements 

(SLAs), Cloudarmor. 

 

I. INTRODUCTION 

     The widespread use of Internet connected systems and 

distributed applications has been  triggered a revolution 

towards the acceptance of pervasive and ubiquitous cloud 

computing environments. These type environments permit 

users and clients in order to purchase computing power 

based on their necessity, elastically adapting to the different 

performance needs while providing higher availability. 

There are several web-based solutions, such as Google Docs 

and Customer Relationship Management (CRM) [2] 

applications, now they operate in the software as a service 

model. Much of this flexibility is made possible by the 

virtual computing methods, by which they can provide 

adaptive resources and infrastructure in order to prop up 

scalable on demand sales of such applications. Virtual 

computing is also applied to stand-alone infrastructure as a 

service solution, like Amazon Elastic Cloud Computing 

(EC2) and Elastic Utility Computing Architecture Linking 

the Programs to Useful Systems (Eucalyptus). The result, the 

cloud computing frameworks and environments are able to 

address the diverse issues in current distributed and 

ubiquitous computing systems.The infrastructure is available 

as a service and platform as service environments gives a 

fundamental base for building cloud computing applications. 

It also motivated the research and development of 

technologies to support new applications. As quite a few 

great companies in the communications and information 

technology sector have adopted cloud computing based 

applications, this approach is becoming a defector industry 

standard, being widely adopted by different organizations.  

      The adoption of the cloud computing paradigm by the 

IBM Corporation around the end of 2007, many other 

companies known as Google (Google App  Engine), 

Amazon (Amazon Web Services (called AWS), EC2 (called 

Elastic Compute Cloud) and S3 (called Simple Storage 

Service)), Apple (called iCloud) and Microsoft (Azure 

Services Platform) have been progressively embraced it and 

they introduced their own new products based on their cloud 

computing technology [11]. However, the cloud computing 

still poses risks allied to data security in its dissimilar aspects 

(integrity, confidentiality and authenticity). In this paper [1] 

CTrust framework addressed for the security purpose by 

connecting a variety of kinds of Virtualization Technology 

(VT) process in order to access resources similar to storage, 

network, and software. Secure Hypervisor framework (Sec 

HYPE) makes the cause trust for the cloud running 

application. Presently cloud computing is a techniques 

generally used in an e-commerce, online auctioning 

companies even though cloud computing linking different 

types of system with no regarding underlying architecture of 

computer system safety issues is the major threat in the cloud 

computing. The National Institute of Standards and 

Technology (called NIST) will make the research in the field 

of security as a primary concern on the cloud computing. 

Software abstraction has been used to make hardware and 

operating system coupling each other in order the cloud 

applications. In this paper gives the complete information 

about the security analysis, system analysis, and 

cryptographic key management. 

II RELATED WORK 

      In this paper [2] makes the complete study about internet 

security troubles, the major security troubles are worms, 

spam and phishing attacks. To overcome the following 

harms they proposed Unified Threat Management (called 

UTM) which is used to module and connects the different 

types of networks. Intrusion Detection System (IDS) evolve 
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rapidly to the Distributed Denial of Service (called DDoS) 

strings to identify the signature steps to detected viruses. 

Collaborative Network Security Management System (called 

CNSMS) will create the new integrated environment to 

develop Unified Threat Management (called UTM). In this 

paper mainly focuses on security centre for the traffic data 

analysis and process to store large amount of data. In this 

paper, the Collaborative Cloud Computing is used to hold 

very promising trends in cloud information extraction 

techniques. Retrieving the information from different user is 

not that much possible and simple hence we could access 

data directly taken from the storage devices with the help of 

Neural Network (NN) based system. Artificial Neural 

Network (ANN) mechanism tends to make active the inputs 

function with the help of output values this technique is used 

to get the information at the same time without any kind of 

additional efforts. This paper makes use of the learning 

system based on the Neural Network in which it reduces 

single point failure and remove all the problems lying in the 

cloud computing and hence it gives out efficient and 

effective extraction of information for the collaborative 

cloud computing.  

 

      In this paper, the Use of cloud computing with the 

collaboration of Multi cloud environment in which the cloud 

providers will access software, platform and also 

infrastructure as the pay per use basis and it gains huge 

attention as per industrial expectations. The user used for 

gaining the access to the cloud services but at the same time 

the user will get vendor lock in therefore the user has to 

access particular cloud service providers to low cost 

management for authentication to multi service providers. 

The Security issues that are generated by the mash up centre 

must be around the service providers while implementing 

nodes on the cloud server. The main issues present in the 

multi cloud environment performing task on the distributed 

service hence the collaboration framework for multi cloud 

system can be implemented. Different types of proxy 

techniques such as proxy based framework, cloud hosted 

proxy, Peer to Peer proxy, and on – premise proxy are used 

for the security issues. In this paper it describes a variety of 

research parameters on the multi cloud environment in order 

to provide small cost functionalities. In this paper, the cloud 

computing providers gives the better opportunity in order to 

set up complex information technique as the infrastructure 

for the end user. Therefore cloud service needs very well 

built cloud control frame work that can be orchestrate cloud 

resources like utilization, configuration, provisioning and 

decommissioning around the physical resources. 

Infrastructure as a Service (called IaaS) environmental 

model will provide Virtual Machine (called VM) as an 

operating system and hence make cloud server as the 

sophisticated combining virtual private cloud instance. In 

this paper they used to advocate a data centric approach for 

the cloud resource orchestration. Orchestration data format 

are structured and defined by using transactional semantics. 

 

III. TRUST IN THE CLOUD 

     Trust and security have turn into crucial to guarantee the 

well development of cloud platforms, provided that solutions 

for concerns such as the need of privacy and protection, the 

guarantee of security and author rights. Privacy and security 

have been shown to be two important obstacles concerning 

the common adoption of the cloud computing paradigm. In 

order to solve these troubles in the IaaS service layer, a 

model of trustworthy cloud computing which provides a 

closed execution environment for the confidential finishing 

of virtual machines was proposed [5]. This work has been 

shown that, how the problem can be solved using a Trusted 

Platform Module. The proposed model, called Trusted Cloud 

Computing Platform (TCCP), is supposed to provide higher 

levels of reliability, availability and security. In this 

resolution, there is a cluster node that acts as a Trusted 

Coordinator (TC). Other nodes in  cluster must register with 

the TC in order to certify and authenticate its key and 

quantity list. The TC keeps a list of trusted nodes. When a 

virtual machine is in progress or a migration takes place, the 

TC verifies whether the node is trustworthy so that the user 

of the virtual machine may be sure that the platform remains 

trustworthy. A key and a signature are used for identifying 

the node. Cloud service providers (CSP) should guarantee 

the services they offer, lacking violating users’ privacy and 

confidentiality rights. Li et al. [8] introduced a multitenancy 

trusted computing environment model (MTCEM). This 

model was designed for the IaaS layer with the goal of 

ensuring a trustworthy cloud computing environment to 

users. MTCEM has two hierarchical levels in the transitive 

trust model that supports separation of concerns between 

functionality and security. It has 3 identity flows: a) the 

consumers, who hire the CSP cloud computing services; b) 

the CSP, that provides the IaaS services; c) the auditor 

(optional, but recommended), who is responsible for 

verifying whether the infrastructure provided by the CSP is 

trustworthy on behalf of users. In MTCEM, the CSP and the 

users collaborate with each other to build and keep a 

trustworthy cloud computing environment. 

 

IV. METHODOLOGIES 

A. Detection of service  

   This layer consists of different users who use cloud 

services. For example, a new startup that has limited funding 

can consume cloud services. Interactions for this layer 

include: i) service discovery where as users are able to 

discover new cloud services and other services through the 

Internet, ii) trust and service interactions where users are 

able to give their feedback or retrieve the trust results of a 

particular cloud service, and iii) registration where as users 

establish their own identity through registering their 

credentials in IdM before using TMS 

B. Trust Communication 

     In a typical interaction of the reputation based on TMS, a 

user either gives feedback regarding on the trustworthiness 

of a particular cloud service or needs the trust assessment of 

the service 1. From the users’ feedback, the trust behavior 

for a cloud service is really a collection of invocation history 
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records which are represented by a tuple H= (C, S, F, T f), 

where C is defined as the user’s primary identity, S is the 

cloud service’s identity, and F is defined as  a set of Quality 

of Service (called QOS) feedbacks (i.e., the feedback 

represent several QOS parameters including availability, 

accessibility, security, response time, price). 

 

C. IDM Registration  

     The system proposes to use the Identity Management 

Service (IdM) helping TMS in measuring the credibility of a 

consumer’s feedback. However, the processing IdM 

information can breach the privacy of users. One way to 

protect privacy is to use cryptographic encryption 

techniques. However, there is no competent way to process 

encrypted data. Another way is to use anonymization 

techniques to process the IDM information not including 

breaching the privacy of users. Clearly, there is trade-off 

between high anonymity and utility. Trust and security are 

ranked one of the top 10 obstacles for the acceptance of 

cloud computing. Indeed, Service-Level Agreements 

(SLAs). Consumers’ feedback is a fine source to review the 

general trustworthiness of cloud services. Several 

researchers have recognized the significance of the trust 

management and proposed solutions to charge and manage 

trust based on the feedbacks compose from participants. 

 

V. IMPLEMENTATION RESULTS 

     With the Implementation of this system a great way is 

showed for providing the Security to cloud Databases. 

Below graphs of the System are shown below that provides a 

better way for visualizing the system. 

 
Fig1. Throughput Analysis. 

 
Fig2. Robustness Against Attacks. 

VI. CONCLUSION 

  From this Cloud Armor Supporting Reputation-based Trust 

Management for the Cloud Services has been implemented. 

In cloud computing growth, the management of trust element 

is the most challenging issue. Cloud computing has been 

produce high challenges in security and privacy by the 

varying of environments. Trust is one of the main concerned 

obstacles for the acceptance and growth of cloud computing.  

Although numerous results have been proposed recently in 

managing trust feedbacks in cloud environments, how to 

conclude the credibility of trust feedbacks is typically 

neglected. Additionally in future, we also enhance the 

presentation of cloud as well as the security. 
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