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Abstract: With the popularity clouds and cloudlet
technology, there has been increasing need to provide better
medical care. The processing chain of medical data mainly
includes data collection, data storage and data sharing, etc.
Traditional healthcare system often requires the delivery of
medical data to the cloud, which involves users’ sensitive
information and  causes  communication  energy
consumption. Practically, medical data sharing is a critical
and challenging issue. Thus in this paper, we build up a
novel healthcare system by utilizing the flexibility of
cloudlet. The functions of cloudlet include privacy
protection, data sharing and intrusion detection. In the stage
of data collection, we first utilize Number Theory Research
Unit (NTRU) method to encrypt user’s body data collected
by wearable devices. Those data will be transmitted to
nearby cloudlet in an energy efficient fashion. Secondly, we
present a new trust model to help users to select trustable
partners who want to share stored data in the cloudlet. The
trust model also helps similar patients to communicate with
each other about their diseases. Thirdly, we divide users’
medical data stored in remote cloud of hospital into three
parts, and give them proper protection. Finally, in order to
protect the healthcare system from malicious attacks, we
develop a novel collaborative intrusion detection system
(IDS) method based on cloudlet mesh, which can effectively
prevent the remote healthcare big data cloud from attacks.
Our experiments demonstrate the effectiveness of the
proposed scheme.

Keywords: Privacy Protection, Data Sharing, Collaborative
Intrusion Detection System (IDS), Healthcare.

I. INTRODUCTION

With the development of healthcare big data and wearable
technology [1], as well as cloud computing and
communication technologies [2], cloud-assisted healthcare
big data computing becomes critical to meet users’ ever
growing demands on health consultation [3]-[5]. However,
it is challenging issue to personalize specific healthcare data
for various users in a convenient fashion [6]. Previous work
suggested the combination of social networks and

healthcare service to facilitate [7] the trace of the disease
treatment process for the retrieval of real time disease
information [8]. Healthcare social platform, such as
Patients-LikeMe [9], can obtain information from other
similar patients through data sharing in terms of user’s own
findings. Though sharing medical data on the social network
is beneficial to both patients and doctors, the sensitive data
might be leaked or stolen, which causes privacy and security
problems [10] [11] without efficient protection for the
shared data [12]. Therefore, how to balance privacy
protection with the convenience of medical data sharing
becomes a challenging issue. With the advances in cloud
computing, a large amount of data can be stored in various
clouds [13], including cloudlets [14] and remote clouds
[15], facilitating data sharing and intensive computations
[16] [17]. However, cloud-based data sharing entails the
following fundamental problems:

e How to protect the security of user’s body data during
its delivery to a cloudlet?

e How to make sure the data sharing in cloudlet will not
cause privacy problem?

e As can be predicted, with the proliferation of electronic
medical records (EMR) and cloud-assisted applications,
more and more attentions should be paid to the security
problems regarding to a remote cloud containing
healthcare big data. How to secure the healthcare big
data stored in a remote cloud?

e How to effectively protect the whole system from
malicious attacks?

In terms of the above problems, this paper proposes a
cloudlet based healthcare system. The body data collected
by wearable devices are transmitted to the nearby cloudlet.
Those data are further delivered to the remote cloud where
doctors can access for disease diagnosis. According to data
delivery chain, we separate the privacy protection into three
stages. In the first stage, user’s vital signs collected by
wearable devices are delivered to a closet gateway of
cloudlet. During this stage, data privacy is the main concern.
In the second stage, user’s data will be further delivered
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toward remote cloud through cloudlets. A cloudlet is formed
by a certain number of mobile devices whose owners may
require and/or share some specific data contents. Thus, both
privacy protection and data sharing are considered in this
stage. Especially, we use trust model to evaluate trust level
between users to determine sharing data or not. Considering
the users’ medical data are stored in remote cloud, we
classify these medical data into different kinds and take the
corresponding security policy. In addition to above three
stages based data privacy protection, we also consider
collaborative IDS based on cloudlet mesh to protect the
cloud ecosystem.

TABLE I: Feature Table According To Data Style

Data Category Data Type Privacy Protect | Data Sharing
Physiological data | Medium Medium
. Activity level Low Low
Physical Data Location Low Medium
Environmental Low High
Call logs High Low
Cyber Data SMS logs High Low
Application logs | High Low
Social Network Data SN logs low High
Electronic Medical Data | Medical Data High Medium

In summary, the main contributions of this paper include:

¢ A cloudlet based healthcare system is presented, where
the privacy of users’ physiological data and the
efficiency of data transmissions are our main concern.
We use NTRU for data protection during data
transmissions to the cloudlet.

e In order to share data in the cloudlet, we use users’
similarity and reputation to build up trust model. Based
on the measured users’ trust level, the system
determines whether data sharing is performed.

e We divide data in remote cloud into different kinds and
utilize encryption mechanism to protect them
respectively.

o We propose collaborative IDS based on cloudlet mesh
to protect the whole healthcare system against
malicious attacks.

The remainder of this article is organized as follows. In
Section I1, we introduce the related work. For the healthcare
data in the remote cloud and users’ private health data, we
propose a security system and introduce the framework of
the entire system in Section Ill. In Section IV, system
analysis. Section 5 describes implementation.

Il. RELATED WORK
Our work is closely related to cloud-based privacy
preserving and cloudlet mesh based collaborative IDS. We
will give a brief review of the works in these aspects.

A. Cloud-based Privacy Preservation

Despite the development of the cloud technology and
emergence of more and more cloud data sharing platforms,
the clouds have not been widely utilized for healthcare data
sharing due to privacy concerns [8]. There exist various
works on conventional privacy protection of healthecare
data [11]. In Lu et al. [9], a system called SPOC, which

stands for the secure and privacy-preserving opportunistic
computing framework, was proposed to treat the storage
problem of healthcare data in a cloud environment and
addressed the problem of security and privacy protection
under such an environment. The article [21] proposed a
compound resolution which applies multiple combined
technologies for the privacy protection of healthcare data
sharing in the cloud environment. In Cao et al. [11], an
MRSE (multi keyword ranked search over encrypted data in
cloud computing) privacy protection system was presented,
which aims to provide users with a multi-keyword method
for the cloud’s encrypted data. Although this method can
provide result ranking, in which people are interested, the
amount of calculation could be cumbersome. In Zhang et al.
[24], a priority based health data aggregation (PHDA)
scheme was presented to protect and aggregate different
types of healthcare date in cloud assisted wireless boby area
network (WBANS). The article [25] investigates security
and privacy issues in mobile healthcare networks, including
the privacy-protection for healthcare data aggregation, the
security for data processing and misbehavior. [26] describes
a flexible security model especially for data centric
applications in cloud computing based scenario to make
sure data confidentiality, data integrity and fine grained
access control to the application data. [27] give a systematic
literature review of privacy-protection in cloud-assisted
healthcare system.

B. Collaborative IDS based on Cloudlet Mesh

A number of prior works [28] have studied different
intrusion detection systems with quite some advances. For
example, [29] proposed a behavior-rule specification-based
technique for intrusion detection. The main contribution is
the performance outperforms other methods of anomaly-
based techniques. [30] proposed a collaborative model for
the cloud environment based on distributed IDS and IPS
(intrusion prevention system). This model makes use of a
hybrid detection technique to detect and take corresponding
measures for any types of intrusion which harm the system,
especially distributed intrusion. However, collaborative IDS
based on the cloudlet mesh structure is a new kind of
intrusion detection technique, which was first proposed in
Shi et al. [31]. The authors demonstrated that the detection
rate of the intrusion detection system established on the
basis of a cloudlet mesh is relatively high. [32] describes
design space, attacks that evade CIDSs and attacks on the
availability of the CIDSs, and introduces comparison of
specific CIDS approaches. [33] describes the IDS for
privacy cloud. The authors give an overview of intrusion
detection of cloud computing and provide a new idea for
privacy cloud protection.

Il. SYSTEM FRAMEWORK
The framework of the proposed cloudlet-based healthcare
system is shown in Fig. 1. The client’s physiological data
are first collected by wearable devices such as smart
clothing [34]. Then, those data are delivered to cloudlet. The
following two important problems for healthcare data
protection is considered. The first problem is healthcare data
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privacy protection and sharing data, as shown in Fig. 1(a).
The second problem is to develop effective countermeasures
to prevent the healthcare database from being intruded from
outside, which is shown in Fig. 1(b). We address the first
problem on healthcare data encryption and sharing as
follows.

... Cloudlet

Wearable

Devices
q
rm EE6 o
y;

N
] Plaintext
o EMRs

— " EMRs

EMG-.. .

s
Personal Server (
Devices

Cloudlet

Privacy protection about Data Shaning and Privacy

Protection im Cloudlet

Data Sharing and Privacy

Collect wearable Data Protection in Cloud

(a) lustrate of system framework

Cloudlet
D8]

YVAANE |-

Cloudle Bia Data
[Ds2

= Cloudkt -
[DS3

Attacker Cloudlet Mesh Remate Cloud

(b) Collaborative IDS of remote cloud
Fig.1. lllustration of the system architecture: (a) Privacy
protection; (b) Collaborative IDS.

e Client Data Encryption: We utilize the model
presented in [23], and take the advantage of NTRU [35]
to protect the client’s physiological data from being
leaked or abused. This scheme is to protect the user’s
privacy when transmitting the data from the smartphone
to the cloudlet.

e Cloudlet Based Data Sharing: Typically, users
geographically close to each other connect to the same
cloudlet. It’s likely for them to share common aspects,
for example, patients suffer from similar kind of disease
exchange information of treatment and share related
data. For this purpose, we use users’ similarity and
reputation as input data. After we obtain users’ trust
levels, a certain threshold is set for the comparison.
Once reaching or exceeding the threshold, it is
considered that the trust between the users is enough for
data sharing. Otherwise, the data will not shared with
low trust level.

PRE .\\ l‘EE“\T}I‘Iﬂd i Doctor

e Remote Cloud Data Privacy Protection: Compared to
user’s daily data in cloudlet, the data stored in remote
contain larger scale medical data, e.g., EMR, which will
be stored for a long term. We use the methods
presented in [36] [21] to divide EMR into explicit
identifier (EID), quasi-identifier (QID) and medical
information (MI), which will be discussed in 4.3. After
classifying, proper protection is given for the data
containing users’ sensitive information.

e Collaborative IDS based on Cloudlet Mesh: There is
a vast volume of medical data stored in the remote
cloud, it is critical to apply security mechanism to
protect the database from malicious intrusions. In this
paper, we develop specific countermeasures to establish
a defense system for the large medical database in the
remote cloud storage. Specifically, collaborative 1DS
based on the cloudlet mesh structure is used to screen
any visit to the database as a protection border. If the
detection shows a malicious intrusion in advance, the
collaborative 1DS will fire an alarm and block the visit,
and vice-versa. The collaborative IDS, as a guard of the
cloud database, can protect a vast number of medical
data and make sure of the security of the database.

IV. SYSTEM ANALYSIS
A. Existing System

e There has been a great interest in developing attribute
based encryption due to its fine-grained access control
property.

o Goyal et al. designed the first key policy attribute-based
encryption scheme, where ciphertext can be decrypted
only if the attributes that are used for encryption satisfy
the access structure on the user private key. Under the
reverse situation, CP-ABE allows user private key to be
associated with a set of attributes and ciphertext
associated with an access structure. CP-ABE is a
preferred choice when designing an access control
mechanism in a broadcast environment.

e Cheung and Newport proposed a selectively secure CP-
ABE construction in the standard model using the
simple Boolean function, i.e., AND gate. By adopting
proxy re-encryption and lazy re-encryption techniques,
Yu et al. also devised a selectively secure CP-ABE
scheme with the ability of attribute revocation, which is
perfectly suitable for the data-outsourced cloud model.

Disadvantages Of Existing System:

e The encrypted data can be effectively utilized then
becomes another new challenge.

e Significant attention has been given and much effort
has been made to address this issue, from secure search
over encrypted data, secure function evaluation, to fully
homomorphic encryption systems that provide generic
solution to the problem in theory but are still too far
from being practical due to the extremely high
complexity.

e Symmetric cryptography based schemes are clearly not
suitable for this setting due to the high complexity of
secret key management.
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o Extending user list approach to the multi-owner setting
and on a per file basis is not trivial as it would impose
significant scalability issue considering a potential large
number of users and files supported by the system.

o Additional challenges include how to handle the
updates of the user lists in the case of user enroliment,
revocation, etc., under the dynamic cloud environment.

B. Proposed System

e This paper focuses on the problem of search over
encrypted data, which is an important enabling
technique for the encryption-before-outsourcing
privacy protection paradigm in cloud computing, or in
general in any networked information system where
servers are not fully trusted.

o In this paper, we address these open issues and present
an authorized keyword search scheme over encrypted
cloud data with efficient user revocation in the multi-
user multi-data-contributor scenario.

o We realize fine-grained owner-enforced search
authorization by exploiting ciphertext policy attribute-
based encryption (CP-ABE) technique.

o Specifically, the data owner encrypts the index of each
file with an access policy created by him, which defines
what type of users can search this index as shown in
Fig.2. The data user generates the trapdoor
independently without relying on an always online
trusted authority (TA). The cloud server can search
over the encrypted indexes with the trapdoor on a user’s
behalf, and then returns matching result if and only if
the user’s attributes associated with the trapdoor satisfy
the access policies embedded in the encrypted indexes.
We differentiate attributes and keywords in our design.

o Keywords are actual content of the files while attributes
refer to the properties of users. The system only
maintains a limited number of attributes for search
authorization purpose. Data owners create the index
consisting of all keywords in the file but encrypt the
index with an access structure only based on the
attributes of authorized users, which makes the
proposed scheme more scalable and suitable for the
large scale file sharing system. In order to further
release the data owner from the burdensome user
membership management, we use proxy re-encryption
and lazy re-encryption techniques to shift the workload
as much as possible to the CS, by which our proposed
scheme enjoys efficient user revocation.

Advantages Of Proposed System:

e Formal security analysis shows that the proposed
scheme is provably secure and meets various search
privacy requirements.

o Furthermore, we design a search result verification
scheme and make the entire search process verifiable.
Performance evaluation demonstrates the efficiency and
practicality of the ABKS-UR.

e We design a novel and scalable authorized keyword
search over encrypted data scheme supporting multiple
data users and multiple data contributors.

e Compared with existing works, our scheme supports
fine-grained owner-enforced search authorization at the
file level with better scalability for large scale system in
that the search complexity is linear to the number of
attributes in the system, instead of the number of
authorized users.

e Data owner can delegate most of computationally
intensive tasks to the CS, which makes the user
revocation process efficient and is more suitable for
cloud outsourcing model.

e We formally prove our proposed scheme selectively
secure against chosen-keyword attack.

e We propose a scheme to enable authenticity check over
the returned search result in the multi-user multi-data-
contributor search scenario.
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Fig.2. cloud data system design.

V. IMPLEMENTATION

A. Modules
e  Authorized Keyword Search
e Efficient User Revocation
e  Trapdoor Unlinkability
e Authenticated Search Result

Authorized Keyword Search: The CP-ABE technique to
achieve scalable fine-grained authorized keyword search
over encrypted cloud data supporting multiple data owners
and data users. Specifically, for each file, the data owner
generates an access-policy-protected secure index, where
the access structure is expressed as a series of AND gates.
The secure search system should enable data-owner-
enforced search authorization, i.e., only users that meet the
owner-defined access policy can obtain the valid search
result. Besides achieving fine grained authorization, another
challenge is to make the scheme scalable for dynamic cloud
environment.
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Efficient User Revocation: The design goal is to efficiently [ ‘_-»M’TRW Lo

revoke users from the current system while minimizing the :
impact on the remaining legitimate users. The server can
efficiently eliminate the revoked user’s identity information
from the corresponding user lists.

Trapdoor Unlinkability: This security property makes the
CS unable to visually distinguish two or more trapdoors
even containing the same keyword. Note that the attacker
may launch dictionary attack by using public key to
generate arbitrary number of indexes with keyword of his
choice, and then search these indexes with a particular Inserted Suceesfully
trapdoor to deduce the underlying keyword in the trapdoor,
which is referred to as predicate privacy and it cannot be
protected inherently in the PKC-based search scenario. To
generate a trapdoor, the data user chooses a different

Privacy Profection and Inusion Avotnce for Cloudiebased Medical Data Sharng

random number u to obfuscate the trapdoor such that the CS [« -

is visually unable to differentiate two or more trapdoors Fig.4. Patient Home Page.

even produced with the same keyword. Thus, the ABKS-UR

can provide trapdoor unlinkability property. - -
€ 3 C O loxhor “ar OOM (

Authenticated Search Result: Data users may desire the
authenticated search result to boost their confidence in the
entire ABKS-UR search process, especially when the result
contains errors that may come from the possible storage
corruption, software malfunction, and intention to save
computational resources by the server, etc. we are able to
assure data user of the authenticity of the returned search
result by checking its correctness (the returned search result
indeed exist in the dataset and remain intact), completeness
(no qualified files are omitted from the search result), and
freshness (the returned result is obtained from the latest
version of the dataset). The main idea of the verification
scheme is to allow the CS to return the auxiliary information
containing the authenticated data structure other than the
final search result, upon which the data user is capable of
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VII. CONCLUSION

In this paper, we investigated the problem of privacy
protection and sharing large medical data in cloudlets and
the remote cloud. We developed a system which does not
allow users to transmit data to the remote cloud in
consideration of secure collection of data, as well as low
communication cost. However, it does allow users to
transmit data to a cloudlet, which triggers the data sharing
problem in the cloudlet. Firstly, we can utilize wearable
devices to collect users’ data, and in order to protect users
privacy, we use NTRU mechanism to Detection Rate Cost
Detection Rate IDS Number Cost and detection rate of the
entire IDS system. The optimal configuration is shown to
use 4 IDS’s with a 75% detection rate under a minimum
system cost of 0:02. Only relative costs are shown here.
make sure the transmission of users’ data to cloudlet in
security. Secondly, for the purpose of sharing data in the
cloudlet, we use trust model to measure users’ trust level to
judge whether to share data or not. Thirdly, for privacy-
preserving of remote cloud data, we partition the data stored
in the remote cloud and encrypt the data in different ways,
S0 as to not just ensure data protection but also accelerate
the efficacy of transmission. Finally, we propose
collaborative IDS based on cloudlet mesh to protect the
whole system. The proposed schemes are validated with
simulations and experiments.

H O Tipe e o search

Fig.14. Reply.
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