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Abstract: This work proposes a Secure and authenticated 

discrete reversible data hiding in cipher images deals with 

security and authentication. To better explore the correlation 

between the neighbor pixels, we propose to consider the 

patch-level sparse representation when hiding the secret data. 

The widely used sparse coding technique has demonstrated 

that a patch can be linearly represented some atoms in an 

over-complete dictionary. In the first phase, a content owner 

encrypts the original uncompressed image using an 

encryption key. Then, a data hider may compress the least 

significant bits of the encrypted image using a data hiding 

key to create a sparse space to accommodate some additional 

data. With an encrypted image containing additional data, if 

a receiver has the data hiding key, receiver can extract the 

additional data though receiver does not know the image 

content. If the receiver has the encryption key, can decrypt 

the received data to obtain an image similar to the original 

one. If the receiver has both the data hiding key and the 

encryption key, can extract the additional data and recover 

the original content. 

Keywords: Image Encryption, Reversible Data Hiding 

(RDH), Sparse Coding.  

I. INTRODUCTION 

      The amount of digital images has increased rapidly on 

the Internet. Image security becomes increasingly important 

for many applications, e.g., confidential transmission, video 

surveillance, military and medical applications. For example, 

the necessity of fast and secure diagnosis is vital in the 

medical world. Nowadays, the transmission of images is a 

daily routine and it is necessary to find an efficient way to 

transmit them over networks. To decrease the transmission 

time, the data compression is necessary. The protection of 

this multimedia data can be done with encryption or data 

hiding algorithms. Since few years, a problem is to try to 

combine compression, encryption and data hiding in a single 

step. For example, some solutions were proposed in to 

combine image encryption and compression. Two main 

groups of technologies have been developed for this purpose. 

The first one is based on content protection through 

encryption. There are several methods to encrypt binary 

images or gray level images. The second group bases the 

protection on data hiding, aimed at secretly embedding a 

message into the data. Nowadays, a new challenge consists 

to embed data in encrypted images. Previous work proposed 

to embed data in an encrypted image by using an irreversible 

approach of data hiding or data hiding, aimed at secretly 

embedding a message into the data. A new idea is to apply 

reversible data hiding algorithms on encrypted images by 

wishing to remove the embedded data before the image 

decryption. Recent reversible data hiding methods have been 

proposed with high capacity, but these methods are not 

applicable on encrypted images.  

        Data security basically means protection of data from 

unauthorized users or hackers and providing high security to 

prevent data medication. This area of data security has 

gained more attention over the recent period of time due to 

the massive increase in data transfer rate over the internet. In 

order to improve the security features in data transfers over 

the internet, many techniques have been developed like: 

Cryptography, Steganography. While Cryptography is a 

method to conceal information by encrypting it to cipher 

texts and transmitting it to the intended receiver using an 

unknown key, Steganography provides further security by 

hiding the cipher text into a seemingly invisible image or 

other formats. In recent years, signal processing in the 

encrypted domain has attracted considerable research 

interest. As an effective and popular means for privacy 

protection, encryption converts the ordinary signal into 

unintelligible data, so that the traditional signal processing 

usually takes place before encryption or after decryption. 

However, in some scenarios that a content owner does not 

trust the processing service provider, the ability to 

manipulate the encrypted data when keeping the plain 

content unrevealed is desired. For instance, when the secret 

data to be transmitted are encrypted, a channel provider 

without any knowledge of the cryptographic key may tend to 

compress the encrypted data due to the limited channel 

resource. 

      While an encrypted binary image can be compressed 

with a lossless manner by finding the syndromes of low-

density parity-check codes. With the lossy compression 

method an encrypted gray image can be efficiently 

compressed by discarding the excessively rough and fine 

information of coefficients generated from orthogonal 
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transform. When having the compressed data, a receiver may 

reconstruct the principal content of original image by 

retrieving the values of coefficients. Data hiding is a 

technique that is used to hide information in digital media 

such as images, audio, video etc. The information that is 

hidden depends upon the purpose of application. Owing to 

data hiding, some distortion may occur in the original cover 

medium and cannot be inverted back to the original medium. 

Such a data hiding is called lossy data hiding. But in 

applications such as medical image system, law 

enforcement, remote sensing, military imaging etc it is 

desired to recover the original image content with greater 

accuracy for legal considerations. The data hiding scheme 

that satisfies this requirement is called reversible or lossless 

data hiding. Reversible data hiding was first proposed for 

authentication and its important feature is reversibility. It 

hides the secret data in the digital image in such a way that 

only the authorized person could decode the secret 

information and restore the original image. Several data 

hiding methods have been proposed. The performance of a 

reversible data embedding algorithm is measured by its 

payload capacity, complexity, visual quality and security. 

Earlier methods have lower embedding capacity and poor 

image quality. As the embedding capacity and image quality 

improved, this method became a covert communication 

channel. Not only should the data hiding algorithm be given 

importance. The image on which the data is hidden should 

also be highly secured.  

II. REVERSIBLE DATA HIDING 

      Reversible data hiding in images is a technique that hides 

data in digital images for secret communication. It is a 

technique to hide additional message into cover media with a 

reversible manner so that the original cover content can be 

perfectly restored after extraction of the hidden message. 

Traditionally, data hiding is used for secret communication. 

In some applications, the embedded carriers are further 

encrypted to prevent the carrier from being analyzed to 

reveal the presence of the embedment. Other applications 

could be for when the owner of the carrier might not want 

the other person, including data hider, to know the content of 

the carrier before data hiding is actually performed, such as 

military images or confidential medical images. In this case, 

the content owner has to encrypt the content before passing 

to the data hider for data embedment. The receiver side can 

extract the embedded message and recover the original 

image. Many reversible data hiding methods have been 

proposed recently .As is well known, encryption is an 

effective and popular means of privacy protection. In order 

to securely share a secret image with other person, a content 

owner may encrypt the image before transmission. In some 

application scenarios, an inferior assistant or a channel 

administrator hopes to append some additional message, 

such as the origin information, image notation or 

authentication data, within the encrypted image though he 

does not know the original image content. For example, 

when medical images have been encrypted for protecting the 

patient privacy, a database administrator may aim to embed 

the personal information into the corresponding encrypted 

images.  

   It may be also hopeful that the original content can be 

recovered without any error after decryption and retrieve of 

additional message at receiver side. Traditionally, data 

hiding is used for secret communication. In some 

applications, the embedded carriers are further encrypted to 

prevent the carrier from being analysed to reveal the 

presence of the embedment. Other applications could be for 

when the owner of the carrier might not want the other 

person, including data hider, to know the content of the 

carrier before data hiding is actually performed, such as 

military images or confidential medical images. In this case, 

the content owner has to encrypt the content before passing 

to the data hider for data embedment. The receiver side can 

extract the embedded message and recover the original 

image. A major recent trend is to minimize the 

computational requirements for secure multimedia 

distribution by selective encryption where only parts of the 

data are encrypted. There are two levels of security for 

digital image encryption: low level and high-level security 

encryption. In low-level security encryption, the encrypted 

image has degraded visual quality compared to that of the 

original one, but the content of the image is still visible and 

understandable to the viewers. In the high-level security 

case, the content is completely scrambled and the image just 

looks like random noise. In this case, the image is not 

understandable to the viewers at all. Selective encryption 

aims at avoiding the encryption of all bits of a digital image 

and yet ensuring a secure encryption.  

     Reversible data hiding is a technique to embed additional 

message into some distortion-unacceptable cover media, 

such as military or medical images, with a reversible manner 

so that the original cover content can be perfectly restored 

after extraction of the hidden message. As an effective and 

popular means for privacy protection, encryption converts 

the ordinary signal into incomprehensible data, so that the 

general signal processing typically takes place before 

encryption or after decryption. However, in some 

circumstances that a content owner does not trust the service 

provider, the ability to manipulate the encrypted data when 

keeping the plain content secret is desired. When the secret 

data to be transmitted are encrypted, a channel provider 

without any knowledge of the cryptographic key may 

compress the encrypted data due to the limited channel 

resource. Encryption is an effective means of privacy 

protection. To share a secret image with other person, a 

content owner may encrypt the image before transmission. In 

some cases, a channel administrator needs to add some 

additional message, such as the origin information, image 

notation or authentication data, within the encrypted image 

however he does not know the original image content. It may 

be also expected that the original content can be recovered 

without any error after decryption and retrieve of additional 

message at receiver side. That means a reversible data hiding 

scheme for encrypted image is desirable.  
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    Data hiding is referred to as a process to hide data 

(representing some information) into cover media. That is, 

the data hiding process links two sets of data, a set of the 

embedded data and another set of the cover media data. In 

most cases of data hiding, the cover media becomes distorted 

due to data hiding and cannot be inverted back to the original 

media. That is, cover media has permanent distortion even 

after the hidden data have been removed. In some 

applications, such as medical diagnosis and law enforcement 

it is desired that the original cover media can be recovered 

efficiently with no loss. The marking techniques satisfying 

this requirement are referred to as reversible, lossless, 

distortion-free or invertible data hiding techniques. 

Performance of a reversible data-embedding algorithm 

Reversible data embedding, which is also called lossless data 

embedding, embeds invisible data (which is called a 

payload) into a digital image in a reversible fashion. As a 

basic requirement, the quality degradation on the image after 

data embedding should be low. An exciting feature of 

reversible data embedding is the reversibility, that is, one can 

remove the embedded data to restore the original image. 

Reversible data embedding hides some information in a 

digital image in such a way that an authorized party could 

decode the hidden information and also restore the image to 

its original state. The performance of a reversible data-

embedding algorithm can be measured by the following.  

A. Payload Capacity Limit Visual Quality Complexity  

      The distortion- free data embedding is the motivation of 

reversible data embedding. Data will certainly change the 

original content by embedding some data into it. Even a very 

slight change in pixel values may not be desirable, especially 

in sensitive imagery, such as military data and medical data. 

In such a scenario, every bit of information is important. 

From the application point of view, since the difference 

between the embedded image and original image is almost 

unnoticeable from human eyes, reversible data embedding 

could be thought as a secret communication channel since 

reversible data embedding can be used as an information 

carrier.  

B. Separable Reversible Data Hiding  

       As name itself indicates that it is the reversible data 

technique but which is separable. The separable means 

which is able to separate .In other words, we can separate the 

some things, activities using suitable criteria. Here in 

separable reversible data hiding concept. The separation of 

activities i.e. extraction of original cover image and 

extraction of payload (data which was embedded).This 

separation requires some basic cause to occur. In separable 

data hiding key explained by Xinpeng Zhang the separation 

exists according to keys. Here at the receiver side, there are 

three different cases are encountered. The separation of 

extracting the data and getting the cover media come to be 

exists. That’s why it is called as Separable Reversible Data 

hiding. Compression of encrypted data has become 

considerable research interest in recent years. The traditional 

way of securely and efficiently transmitting redundant data is 

to first compress the data to reduce the redundancy, and then 

to encrypt the compressed data to mask its meaning. At the 

receiver side, the decryption and decompression operations 

are orderly performed to recover the original data. However, 

in some application scenarios, a sender needs to transmit 

some data to a receiver and hopes to keep the information 

confidential to a network operator who provides the channel 

resource for the transmission. That means the sender should 

encrypt the original data and the network provider tend to 

compress the encrypted data without any knowledge of the 

cryptographic key and the original data. There are several 

techniques for compressing/decompressing encrypted data 

have been developed. 

      This paper a presented lossy compression method in 

which an encrypted grey image can be efficiently 

compressed by discarding the excessively rough and _ne 

information of coefficients generated from orthogonal 

transform. When having the compressed data, a receiver may 

reconstruct the principal content of original image by 

retrieving the values of coefficients. A pseudorandom 

permutation is used to encrypt an original image, and the 

encrypted data are efficiently compressed by discarding the 

excessively rough and fine information of coefficients 

generated from orthogonal transform. After receiving the 

compressed data, with the aid of spatial correlation in natural 

image, a receiver can reconstruct the principal content of the 

original image by iteratively updating the values of 

coefficients. This way, the higher the compression ratio and 

the smoother the original image, the better the quality of the 

reconstructed image. The compression ratio and the quality 

of reconstructed image vary with different values of 

compression parameters. In the encryption phase of the 

Zhangs system, only the pixel positions are shuffled and the 

pixel values are not masked. With the values of elastic 

pixels, the coefficients can be generated to produce the 

compressed data.  

III. EXISTING AND PROPOSED SYSYEMS 

A. Existing System  

       In existing system reversible data hiding technique the 

image is compressed and encrypted by using the encryption 

key and the data to hide is embedded in to the image by 

using the data hiding key as shown in Fig.1.  

 
Fig.1. Existing system. 
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At the receiver side he first need to extract the image using 

the encryption key in order to extract the data and after that 

he’ll use data hiding key to extract the embedded data. It is a 

serial process and is not a separable process.  

Disadvantages: 

 Principal content of the image is revealed before data 

extraction.  

 If someone has the data hiding key but not the 

encryption key he cannot extract any information from 

the encrypted image containing additional data.  

B. Proposed Scheme  

      The proposed scheme is made up of image encryption, 

data embedding and data extraction, image-recovery phases. 

The content owner encrypts the original uncompressed 

image using an encryption key to produce an encrypted 

image. Then, the data-hider compresses the least significant 

bits (LSB) of the encrypted image using a data-hiding key to 

create a sparse space to accommodate the additional data as 

shown in Fig.2. At the receiver side, the data embedded in 

the created space can be easily retrieved from the encrypted 

image containing additional data according to the data-

hiding key. Since the data embedding only affects the LSB, a 

decryption with the encryption key can result in an image 

similar to the original version. When using both of the 

encryption and data-hiding keys, the embedded additional 

data can be successfully extracted and the original image can 

be perfectly recovered by exploiting the spatial correlation in 

natural image.  

 
Fig.2. Proposed system. 

Advantages: 

 If the receiver has only the data-hiding key, he can 

extract the additional data though he does not know 

the image content.  

 If he has only the encryption key, he can decrypt 

the received data to obtain an image similar to the 

original one, but cannot extract the embedded 

additional data.  

 If he receiver has both the data-hiding key and the 

encryption key, can extract the additional data and 

recover the original image without any error when 

the amount of additional data is not too large.  

IV. EXERIMPENTAL RESULTS AND ANALYSIS 

   In this section, we conduct several experiments to evaluate 

the proposed algorithm, which include: choice of dictionary 

parameters, image encoding, and performance analysis on 

public available standard images. After that, the particular 

comparisons between our method and the most state-of-the-

art competitor on Kodak, BOSS Base, PASCAL, and 

Holidays are described. Finally, we make the corresponding 

computational complexity analysis. 

A. Choice of Dictionary Parameters 

      Our dictionary training is based on 786 432 patches with 

size 4 × 4 taken from 48 standard 8-bit grayscale images in 

the University of Southern California, Signal and Image 

Processing Institute image database. For the training process, 

we adopt K-SVD as the trainer. In our implementation, the 

maximal number of iterations, T, of K-SVD is set to 50.The 

experiment PC configuration is: Intel i7-2600, CPU 

3.40GHz, 10 GB RAM. The training time for different K and 

L is shown in Table I. The output dictionary has the size 

of16×K. The coefficients are computed using orthogonal 

matching pursuit (OMP) with a fixed maximal number of 

non zero coefficients L. K and L are selected by referring to 

the performance comparison of our algorithm. For making a 

best choice of dictionary parameters which represent the 

higher embedding rate, we compute the average position 

bits𝑛−𝑝 ), valuebits (𝑛−𝑣), and error bits (𝑛−𝑒 ) for all the 

patches in the trainingset. The result is shown in Table II. 

Note that, to reduce the effect of random samples, the results 

shown in Table III are computed as the average over all 786 

432 patches in the training set. 

TABLE I: Training Time With Different Parametersk 

And L Setting (HOURS) 

 
TABLE II: Performance Comparison With Different 

Parameters (K, L) In K-Svd Dictionary Training 

 
     From Table II, we can see that, as L increases, the 

average total bits become larger due to sizable position and 

value bits. Actually, if L increases from 2 to 3, the average 

total bits increases from 103.64 bits to 108.79 bits. 

Therefore, the parameter L is set to 2 undoubtedly. As for 

another parameter K, according to sparse coding, a larger K 

leads to a better reconstruction performance, which implies a 

smaller length to encode residual errors. However, as the 

parameter K determines the length of the position encoding 

(┌log2K┐), the larger K also increases the encoding length 

of coefficients. In accordance with Table II, K = 64 and L = 

2 provide the best performance. Unless stated, the two 
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parameters K and L are set to 64 and 2 as default in our 

implementation. The resulting dictionary is shown in Fig.3. 

TABLE III: PSNR in Directly Decrypted Images (DB) 

With Different ER For The Kodak Image Database 

 

B. Image Encoding 

   Once the well-trained dictionary is obtained, the given 

image can be represented by the sparse coding according to 

this dictionary. For sparse representation, Fig. 4 shows the 

encoding results of residual errors for each patch. The 

textures for these four images are from smooth to complex. 

The pixels in Fig. 4 are corresponded to the length of the 

encoding residual errors for the patch. The brighter the pixel 

shown in Fig.4, 

 
Fig.3. Demonstration of dictionary. (a) Dictionary 

obtained by K-SVD withparameters K = 64 and L = 2. 

Here, the dictionary atoms are displayed asblocks 4×4. 

(b) Histogram of the values in the dictionary of (a). 

    The more residual errors of that patch caused by sparse 

representation. Our encoding strategy allows us to learn 

which part of the image or which type of image can be easily 

represented by sparse coding. Clearly, patches with smoother 

textures, such as backgrounds and clothes, are simpler to 

represent than complex ones. The patches containing higher 

frequency elements, such as the edge in image Airplane and 

the hair of image Lena, have the higher residual errors. 

According to the embedding requirement, some patches are 

selected for data hiding, and its corresponding residual errors 

are needed to be self-embedded. Fig. 5 shows the selected 

patches for ER = 0.1051, 0.2613,and 0.5738 bits per second, 

all of which are marked by redsquares. Finally, all of the 

selected patches are combined into area A for data hiding. 

 
Fig.4. Visualization of residual error data length for the 

each patch (dictionary parameters K = 64 and L = 2). 

The textures for these four images(Airplane, Man, Lena, 

and Baboon) range from smooth to complex. 

C. Reversible Data Hiding 

        Once the data hiders acquire the encrypted images, they 

can embed some data for some particular demands. Fig.6 

shows the results of our proposed method with ER = 0.95 

bits per second. Fig. 6(a) and (b) shows the original and the 

encrypted image with embedded data. For the receivers that 

only have data hiding key Kd, they can extract the hidden 

data loss lessly. Moreover, the receiver with encryption key 

Ke can directly decrypt the image with higher quality. When 

both of the keys Kd and Ke are obtained, one can loss lessly 

recover the 

 
Fig.5. Selected patches demonstration (marked by red 

squares) for data hiding of proposed method with 

different ERs. 
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Fig.6. Results demonstration of proposed method with 

ER = 0.95 bits persecond. (a) Original image. (b) 

Encrypted image. (c) Directly decrypted image(PSNR = 

48.2584 dB). (d) Recovery image. 

 
Fig.7. PSNR comparison for the directly decrypted 

images with themethods. (a) Lena. (b) Airplane. (c) Man. 

(d) Crowd. 

Original images by decrypting and decoding the 

corresponding reconstructed coefficients and residual errors. 

The directly decrypted image (PSNR = 48.2584 dB) and 

recovery image are shown in Fig. 6(c) and (d). Just as it 

shown, the recovery version is identical to the original image 

visually, with higher image quality. To quantitatively 

measure the performance of our proposed method, we 

compare our HC_RDHEI algorithm with other conventional 

schemes. Fig. 7 shows the comparison results with the 

methods. As shown in Fig. 7, the ER of our method is mostly 

better than the state-of-the-art RDH algorithm in encrypted 

images. Given the ER range that the methods can achieve, 

the gains of PSNR is significantly high. In other aspects, for 

the acceptable PSNR, such as PSNR≥ 40 dB, the range of 

ER is much wider. As for the 

 
Fig.8. ER comparison with the closest competitor (PSNR 

= 40 dB) on 100 images randomly selected from three 

image datasets, i.e., BOSS Base, PASCAL, and Holidays, 

respectively. The image indices are obtained based on 

sorting according to image names. 

 
Fig.9. PSNR comparison with the closest competitor (ER 

= 0.35 bits per second) on 100 images randomly selected 

from three image datasets, i.e.,BOSSBase, PASCAL, and 

Holidays, respectively. The image indices are obtained 

based on sorting according to image names. 

four images Lena, Airplane, Man, and Crowd, the MERs of 

our method are 0.61, 1.0, 0.63, and 1.01 bits per second, 

while the closest competitor has the MERs of 0.49, 0.63, 

0.46,and 0.58 bits per second. The performance analysis 

implies that our proposed method has a very good hiding 

capacity. That is mainly because that, in the RRBE method, 

the spare space emptied out is limited to at most three LSB-

planes(3N
2
 bits for each patch). For our scheme, if an image 

with size 512 × 512, patch size 4×4, and dictionary 

parameters K = 64 and L = 2, the hiding bits per patch for 

this image can give more than 55 bits according to 

experiment results, while only 48 bits can be preserved. 

D. Performance Analysis on Datasets 

       To evaluate the average performance of our proposed 

method, the performance analysis on image datasets, i.e., 

Kodak, BOSS Base, PASCAL, and Holidays are involved. 

Kodak image database contains 25 color images sized 

512×768 or 768×512. For testing, the color images are 

transformed into gray-level sized 512×512. The comparisons 

of PSNR in directly decrypted images with different ER are 

shown in Table III. Just as shown, the results are mostly 

better than the most state-of-the-art competitor. For the other 

three database, in order to clearly demonstrate the 

performance, we randomly select 100 images from each data 

set as the test sets. The images in BOSS Base are gray-levels 

with size 512×512. For comparison without loss of 

generality, we also transform these color images in PASCAL 

and Holidays into gray levels with the same size. The 

experimental results of comparison with the state-of-the-art 

method proposed shown in Figs. 8 and 9. Actually, for 

RDHEI method and ours, the ERs of both methods vary for 

different images. Given PSNR = 40 dB, as shown in Fig. 8, 

our algorithm has a much wider range of the embedding rate. 

The averages ER of our method for these three datasets 

are1.2458, 0.9873, and 0.9258 bits per second, respectively. 

As for the method proposed, the average ER are 

0.6916,0.5930, and 0.5925 bits per second for the acceptable 

directly decrypted image quality (PSNR = 40 dB). The 

experimental results show that our proposed method reaches 

about 1.7 times as large payloads as the method. Meanwhile, 

given ER = 0.35 bits per second, our method obtains better 

performance without surprise, as shown in Fig. 9. The 

average gains of PSNR for three dataset are 5.2963, 3.4312, 
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and4.2360 dB, respectively. Therefore, we can conclude the 

summarization that the proposed scheme is more suitable for 

the RDH applications in encrypted images thanks to its 

higher hiding capacity and better image quality for direct 

decryption. 

E. Computational Complexity Analysis 

      For the computational complexity analysis, we mainly 

consider the three steps: 1) smooth area selection; 2) self 

reversible embedding; and 3) image encryption, for our 

proposed algorithm and the most state-of-the-art competitor. 

Let the gray-scale image with its size N1×N2,˜N= 

max(N1,N2). For smooth area selection, the computational 

complexity for can be denoted by O(˜N2)+O(˜N log ˜N) the 

first item represents pixels error computing, the second item 

represents sorting for smooth area selection. In assessing 

computational complexities for smooth area selection of our 

method, we should separately discuss the dictionary training 

and our proposed data hiding algorithm for encrypted image. 

The training process consists of two stages: sparse coding 

and dictionary update, which are executed iteratively. As 

mentioned in, both stages can be done efficiently in 

O(P/NTNKLS)= O(˜N
2
TKLS), where P is the number of 

pixels in the image (P = N1×N2),N is the size of patch, T is 

the number of iterations, K is the number of atoms in the 

dictionary, L is the number of nonzero elements in each 

coefficient vector, and S is the number of examples in the 

training set. It is important to note that the K-SVD training 

process is an offline procedure, and the produced dictionary 

is then fixed for the whole procedure of proposed method. 

Practically, the training procedure has been done with a non 

optimized MATLAB code on a regular PC. This procedure 

can be preprocessed by any user on the PC with common 

configurations. As for our proposed scheme, the 

computational complexity mainly depends on sparse 

representation (encoding) and selected patch recovery used 

for data hiding (decoding). The encoding adopts the OMP 

algorithm, the complexity of which is O (P/NNKL) =O 

(˜N
2
KL). Moreover, we also need sort function for final 

smooth area selection; therefore, the computational 

complexity of our method is O(˜N
2
KL)+ O(2˜N

2
 log ˜N). For 

the other two steps: self-reversible embedding and image 

encryption, both of and ours adopt traditional RDH 

algorithm and stream encryption. The computational 

complexity is nearly the same, which are O(R˜N
2
)and 

O(˜N
2
)practically, where R is the number of embedding 

rounds. Therefore, the overall computational complexity 

mainly depend on smooth are aselection, O(˜N
2
)+ O(˜N log 

˜N) for the method, and O(˜N
2
KL) + O(2˜N 

2
 log ˜N) for 

ours. 

V. CONCLUSION 

    In this paper, a novel scheme for separable reversible data 

hiding in encrypted image is proposed, which consists of 

image encryption, data embedding and data-extraction/image 

recovery phases. Compared to the start of the art alternatives, 

the room vacated for data hiding by our method is much 

larger used. The data hider simply adopts the pixel 

replacement to substitute the available room with additional 

secret data. The data extraction and cover image recovery are 

separable, and are free of any error. In the first phase, the 

content owner encrypts the original uncompressed image 

using an encryption key. Although a data-hider does not 

know the original content, he can compress the least 

significant bits of the encrypted image using a data-hiding 

key to create a sparse space to accommodate the additional 

data. With an encrypted image containing additional data, 

the receiver may extract the additional data using only the 

data hiding key, or obtain an image similar to the original 

one using only the encryption key. When the receiver has 

both of the keys, he can extract the additional data and 

recover the original content without any error by exploiting 

the spatial correlation in natural image if the amount of 

additional data is not too large. If the lossless compression 

method is used for the encrypted image containing 

embedded data, the additional data can be still extracted and 

the original content can be also recovered since the lossless 

compression does not change the content of the encrypted 

image containing embedded data. However, the lossy 

compression method in compatible with encrypted images 

generated by pixel permutation is not suitable here since the 

encryption is performed by bit-XOR operation. The lossless 

compression method is used for the encrypted image 

containing embedded data, the additional data can be still 

extracted and the original content can be also recovered 

since the lossless compression does not change the content 

of the encrypted image containing embedded data. The 

implemented a Novel Reversible method can be enhanced in 

future by using the following provisions A MLSB technique 

can also be applied after embedding when there is lot of 

change in the pixel to retain nearest to the original value. 
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